
 

 

 

December 12, 2022 

 

Williamsville Central Schools District (“WCSD”) recently discovered that two computers in our environment were 

infected with a virus that had the capability of accessing files and running other malware programs such as ransomware.  

This letter is to inform you about the event, our response and the steps we are taking to prevent future incidents.   

What happened?  On June 16, 2022 (based on log analysis), a malware infected a teacher’s computer within the WCSD 

network.  Sometime later it infected a second machine via lateral movement despite both computers running antivirus 

software with the most current virus definition files installed.  The unauthorized access was detected on October 26, just 

hours after we installed a new managed detection and response system capable of finding and neutralizing such 

sophisticated malware. WCSD worked with our cybersecurity firm to ensure that the threat had been contained and that 

there was no additional risk to the school.  The malware at issue encrypts all its traffic so there is no way for us to know 

what the virus was trying to accomplish.  Even though the software has the capability of accessing system files, the 

District also has additional protections in place that block irregular traffic. Because of the amount of network traffic 

generated by the District, the logs for this additional blocking software are overwritten periodically so although we 

currently have no evidence that information was accessed and therefore, that a breach occurred, we can’t conclusively 

rule out the possibility that information was accessed and thus are providing this notice. 

What Information Was Involved?  Both computers belonged to teachers and had access to the systems they were 

authorized to access.  

What WCSD is Doing?  While finding malware is never a good thing, the malware was detected because we are working 

with cyber security experts and upgraded our cybersecurity detection services.  Because of this, we were able to detect 

and eradicate this threat before it could be used to install ransomware or infect any other systems.   This new software 

sits on every computer in the District and, using artificial intelligence, monitors each system for unusual activity and 

stops it before it can cause any harm.  So, the likelihood of this happening again is significantly reduced. 

What Can You Do?  While there is no evidence that any data was stolen or read, we encourage everyone to remain 

vigilant against incidents of identity theft and fraud in your personal email and other accounts.  Only open 

communications that you were expecting from the District and report any suspicious activity that you experience.   

For More Information.  We understand the importance of protecting confidential information and we regret any 

inconvenience this may have caused.  If you have any questions or would like additional information about this incident 

or your information, please contact Chris Siniscalchi, Director of Technology, by calling 716-626-8015 or e-mailing 

csiniscalchi@williamsvillek12.org. 

 

Sincerely,  

Williamsville Central School District 
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